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Abstract 

     Cloud computing is internet-distributed computing model transferring 
processes from personal computers or servers to cloud servers. Nowadays, 
security and performance of cloud computing is considered challenging for both 
users and cloud service providers. Securing data on cloud computing servers will 
ensures privacy, confidentiality, integrity, and availability. Using cryptographic 
techniques is one of the major methods to ensure the data security while storing 
and transmission. Hypervisor in a cloud is a software that provides abstraction 
and called virtual machine monitor. Hyper-V and Xen are two different types of 
hypervisors. In this paper, eight different types of cryptographic algorithms are 
deployed by using the two hypervisors with instances, to measure the hypervisors 
performance while encryption and decryption. CPU utilization and response time 
are measured while encryption and decryption are having different data types 
and sizes. Results show that Xen is better than Hyper-V in most results on 
average at 15% and 6.1% for time duration and CPU utilization respectively. 

 

     Keywords: Cloud Computing, Virtualization, Hypervisors, Xen, Hyper-V, 
Cryptographic Algorithm 

 1      Introduction 

According to the National Institute of Standard and Technology (NIST), cloud computing 

is a model for enabling ubiquitous, convenient, on-demand network access to a shared 

pool of configurable computing resources (e.g., networks, servers, storage, applications, 

and services) that can be rapidly provisioned and released with minimal management 

effort or service provider interaction. This cloud model is composed of five essential 

characteristics, three service models, and four deployment models [1]. 

The five essential characteristics of cloud computing are: on-demand self-services, broad 

network access, rapid elasticity, resource pooling, and measured service [2], while there 

are three types of cloud services, namely; Software as a Service (SaaS), Platform as a 

Service (PaaS) and Infrastructure as a Service (IaaS) [3]. Moreover, in terms of 

deployment there are four models, which are public, private, community and hybrid 

model [4], as shown in Fig 1 below. 
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Fig 1: Definition of cloud computing architecture inspired by NIST 

 

Virtualization is the key technology of cloud computing. It enables multiple logical 

resources to users on a single server through virtual machined and virtual networks. 

Virtualization technology provides the opportunity to improve hardware usage by 

increasing the number of functions that one server (machine) can handle for both 

organizations and users. Virtualization makes the control and management simpler, 

reduces the operational cost, and provides speedy disaster recovery [5]. 

Hypervisor is the most critical component of the virtualization since it provides the 

abstraction to the virtual machine. It controls the hardware resources and runs at the 

highest privilege level [6]. 

System virtualization can be classified as Type-I or Type-II hypervisor, where Type-I 

hypervisors run directly on the hardware (called bare metal), and Type-II hypervisors run 

on top of the host operating system [7]. 

As an example of Type-I are Citrix XenServer, NS Windows Hyper-V, Linux KVM, and 

VMWare ESXi. While Oracle VM Virual Box and VMware Workstation are examples 

of Type-II hypervisor. Practically, Type-I hypervisors are better choice than Type-II in 

terms of performance [8]. 

Security of cloud computing is the most critical aspect, since data exists in different 

locations around the world, with new threats are arising daily [9]. Data at rest in the cloud 

servers is vulnerable to misuse. As per recent survey conducted by Sky High, only 9.4% 

of cloud service providers CSP are encrypting data at rest. Hence, users do not realize 

who is revealing their data [10]. 

According to [11], there are three vector of attacks in cloud computing, namely; 

hypervisor, network, and hardware, which can be mapped to attacks in terms of internal, 

external, and CSP respectively. 

Virtual machines can be accessed by attackers if they exploit hypervisor weak points, 

and then compromising confidentiality and integrity. Thus, hypervisor security is one of 

cloud service pillars [6]. 
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The main potential contribution of this paper is to compare and analyze the performance 

of two common different hypervisors, XEN and Hyper-V while using eight different 

types of cryptographic algorithms. The performance are time duration and CPU 

consumption while using different data size, keys, and core numbers in encryption and 

decryption. 

The remaining sections of the paper as distributed as follows: The related work is 

introduced in Section 2, while the suggested approach and the experimental design is in 

Section 3. Results are in Section 4, and finally conclusion and future works are presented 

in Section 5. 

 

2      Related Work 

In cloud computing, users store their data on the cloud which are means at remote 

location. It creates problems concerning security and trust, which are essential 

requirements for acceptability of cloud computing [12]. 

Cryptography is widely used in cloud computing to achieve more security and trusting. 

In [13], they suggest four-steps data security model in cloud computing. They combine 

three cryptographic algorithms, which are RSA, AES, and identity-based encryption 

alongside with steganography by using least significant bit LSB techniques. While in 

[12], they proposed a model combining between different symmetric and asymmetric 

algorithms, alongside with CAPTCHA and two factor authentication as in Fig 2 below.  

 

Fig 2: Framework in cloud environment 

 

In [14], they used  multifold techniques based on DNA as a symmetric cryptographic 

algorithm, where the user (client) encrypts data before it is uploaded to cloud servers. 

While in [15], they present a lightweight homomorphic cryptographic algorithms which 

contain two layers of encryption. The proposed approach offers features of symmetric 

and asymmetric cryptographic algorithms.  
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In [16], they proposed an apriori algorithm to improve the privacy of data while being 

encrypted. It is integrated with El-Gamal algorithm as an asymmetric which causes more 

data protection, query privacy, and hide data frequency. In [17], they introduced a 

security system for mobile cloud computing using hashing and symmetric parameter 

function as a biometric based authentication scheme to resist the impersonation. In [18], 

they proposed a hybrid cryptosystem to enable security in cloud computing. Their system 

includes 3DES as a symmetric for encryption, RSA as an asymmetric for authentication, 

and SHA-3 as a hash function for integrity. While in [19], they proposed hybrid multi 

stages data encryption architecture to secure data while transmitting in cloud computing 

and other communication based on internet technology. The system is hybrid of 

cryptography and steganography using one-time pad (OTP) and least significant bit 

(LSB) respectively. 

In [20], they proposed a hybrid scheme for big data in cloud computing. The scheme 

which has three steps aims to restrict illegitimate users from accessing the cloud, while 

encryption, data access control, and illegal access are detected by using advanced 

encryption standards (AES), attribute-based access control (ABAC), and hybrid intrusion 

detection (HID) respectively. 

In [21], they present a system for securing the multimedia data in the cloud computing. 

They started with data classification by using optimized convolutional neural network 

(CNN-EEO) based on data sensitivity, then they used infinite elliptic curve cryptography 

with Merkle hash digest algorithm (IECC-MHDA) to generate and encrypt a key pair, 

and finally they used Kernel Homomorphic chaos encryption algorithm (KHCEA) to 

encrypt the classified data. While in [22], they proposed a framework to secure and 

preserve healthcare data by using data hiding and restoration operations. They used a 

Gaussian mutation-based firebug optimization (GM-FBO) method for the generation of 

an optimal key as in Fig 3. 

 

 

Fig 3: GM-FBO framework 

 

In [23], they proposed a multi-tiered cryptography-based with a middleware interface for 

CSP by using authentication algorithms to encrypt the attached file and document. The 

proposed frame uses Blowfish and RSA/SRNN algorithms for both key and data and key 

encryption/decryption.  
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In [24], they proposed a model that includes variant of McEliece as quantum computing 

cryptosystem and the of N-th degree truncated polynomial ring units (NTRU) 

cryptosystem which are used to secure access control data and cloud user data 

respectively. 

In [25], they proposed an approach to secure public cloud from unauthorized users. They 

used RSA cryptosystem in addition to Qusai modified levy flight distribution (QMLFD-

RSA) approach. The system enhances the integrity of uploaded data in public cloud by 

using secured key generation. In [26], they proposed cryptosystem to secure the sensitive 

data located on multi-cloud environment which is created by integrated different public 

and private cloud. They used elliptic curve integrated encryption scheme (ECIES) which 

enable the user to encrypt the data before uploading it to the cloud, i.e., preventing CSP 

from accessing their data. 

In [27], they proposed a cryptosystem to secure uploaded files on the cloud server. They 

used CHACHA20_POLY1305, AES-CCM, and AES-GCM asymmetric cryptographic 

algorithms. They split the file into N parts, and then encrypt each part by using different 

cryptographic algorithm. While in [28] they proposed a hybrid crypto system to secure 

data on the cloud. They used Blowfish for data encryption, RSA for secret key 

encryption, and Replace R as a steganography in RGB algorithm for more security.   

In [29], they proposed a hybrid system to secure the cloud storage in a decentralized way. 

The system is combined between user’s iris to verify authenticity, a hybrid of 

cryptographic algorithms included AES, DES and CST to verify the confidentiality, and 

matrix code and blockchain to verify integrity. In [30], they proposed a system to secure 

pictures that stored on the cloud server. Their approach is based on cryptographic using 

deoxyribose nucleic acid (DNA) and chaotic logistic mapping encoding. 

 

3      Problem Statement and the Proposed Approach 

While different cryptosystem approach is introduced to secure the cloud computing, 

performance is considered a major component in it. Different cloud computing 

hypervisors are used while implementing cloud infrastructure to provide the virtuality, 

Xen and Hyper-V hypervisors are widely used therein. This study aims to evaluate the 

performance of the two hypervisors while encryption and decryption process for different 

data. Time duration in minute: second and CPU utilization in % are used. To achieve this 

goal, Fig 4 shows the proposed approach for this study. 
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Fig 4: Study proposed approach 

 

Two different cloud servers have been implemented to perform the experiment and 

extract the results as shown in Fig 4, one is using Hyper-V while the other uis sing Xen 

as two different hypervisors. From each, an instance virtual machine VM is implemented 

using Windows 10.  

Eight different cryptographic algorithms are implemented on the instance. They are 

varied between symmetric and asymmetric, block and stream, etc. Which, BlowFish, 

TwoFish, DES, TripleDES, CAST-128, RC4, AES, and RSA. In the experiment, 

different key sizes, data sizes, and CPU core numbers are used to compare the results of 

time response and CPU utilization performance. 

4      Result Analysis  

For each algorithm, ten experiments are performed while changing key size, data size, 

and core numbers to measure time duration and CPU utilization.  

BlowFish 

BlowFish is a symmetric cryptographic algorithm that is frequently used to achieve 

security in cloud computing [31]. It is based on Feistel structure as a block cipher with 

64-bit block size, and 32-448 bit of key size [32]. Table 1 shows the results of CPU 

utilization and time duration experiments while using BlowFish algorithm with two 

different hypervisors that have been implemented on two distinct servers while changing 

data, and core sizes. Moreover, it shall be noted that key size is 64-bit for all the 

experiments.  
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Table 1: Experimental Results of BlowFish 

 

Whereas: Hyp is a hypervisor type; experiment # is experiment number; enc/dec time is 

encryption/decryption duration in minutes and seconds; and enc/dec CPU % is the 

utilization percentage of CPU while encryption and decryption. 

In order to understand Table 1, for example in experiment number 1, the core is 4, the 

size of the file is 2 gigabytes, and then followed by time duration and CPU utilization for 

both Hyper-V and Xen hypervisors. 

Hyp 
Exp 

# 
Core # 

Size in 

Giga 

Enc Time 

m.s 

Dec 

Time 

m.s 

Enc 

CPU % 

Dec CPU 

% 

Hyper-V 
1 4 2 

6.0 5.5 35 34 

Xen 5.5 5.3 31 31 

Hyper-V 
2 4 3 

7.4 7.3 36 36 

Xen 7.1 6.5 32 32 

Hyper-V 
3 2 3 

7.5 7.4 66 67 

Xen 7.3 7.3 60 61 

Hyper-V 
4 2 2 

6.1 5.5 64 64 

Xen 5.5 5.3 59 61 

Hyper-V 
5 2 5 

14.3 14.1 67 67 

Xen 13.3 13.1 61 61 

Hyper-V 
6 2 1.3 

5.2 3.4 66 67 

-Xen 4.2 3.3 59 60 

Hyper-V 
7 2 0.8 

2.2 2.1 66 67 

Xen 2.1 2 60 60 

Hyper-V 
8 4 5 

14.5 14.5 34 36 

Xen 12.4 12.3 32 33 

Hyper-V 
9 4 1.3 

4.1 4 36 37 

Xen 3.4 3.2 33 33 

Hyper-V 
10 4 0.8 

2.2 2.2 35 37 

Xen 2 2 31 32 
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For this cryptographic algorithm and for the rest of results, an abbreviation table will 

show the average results for the time duration and CPU utilization while encryption and 

decryption as in Table 2. 

Table 2: Average Results of BlowFish 

BlowFish 

Time Duration 

m.s 

CPU Utilization 

% 

Encrypt Decrypt Encrypt Decrypt 

Hyper-V 6.5 6.2 50.5 51.2 

Xen 6.3 6.0 45.8 46.4 

Variation 0.2 0.2 4.7 4.8 

According to Table 2, the average experiment results of the BlowFish cryptographic 

algorithm show that Xen hypervisor is better that Hyper-V hypervisor in terms of time 

duration and CPU utilization while encryption and decryption.    

TwoFish 

TwoFish is a symmetric cryptographic algorithm, it follows the BlowFish algorithm with 

128-bit block size and key size up to 256 using 16 rounds [29]. TwoFish is used for both 

hardware and software context as well as to secure cloud computing [33].  

Table 3: Average Results of TwoFish 

TwoFish Time Duration 

m.s 

CPU Utilization 

% 

Encrypt Decrypt Encrypt Decrypt 

Hyper-V 6.1 6.0 51.5 50.9 

Xen 5.5 5.4 45.8 46.2 

Variation 0.2 0.2 5.7 4.7 

As shown in Table 3, the average experiment results of the TwoFish cryptographic 

algorithm show that Xen hypervisor is better that Hyper-V hypervisor in terms of time 

duration and CPU utilization while encryption and decryption.    

DES 

Data encryption standard DES is a symmetric cryptographic algorithm uses Fiestel 

structure with 64-bit for both block and key size [14]. Different models are proposed to 

secure cloud computing using DES algorithm as in [34]. 

Table 4: Average Results of DES 

DES Time Duration 

m.s 

CPU Utilization 

% 

Encrypt Decrypt Encrypt Decrypt 

Hyper-V 7.2 6.5 50.9 49.1 

Xen 7 6.3 49.3 49.1 

Variation 0.2 0.2 1.6 0 

Table 4 shows that Xen hypervisor is also better that Hyper-V hypervisor in term of time 

duration for time duration and CPU utilization while encryption. However, the result is 

the same at CPU while decryption process. 
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TripleDES  

Triple DES or TDES or 3DES is a replacement of the traditional DES but with 112-bit 

or 192-bit key size and more encryption/decryption stages. It is a symmetric algorithm 

using block cipher method [35]. 3DES also are widely used to secure the cloud 

computing as well as in different models and hybrid algorithms as used in [18] and [36].  

Table 5: Average Results of TDES 

TDES Time Duration 

m.s 

CPU Utilization 

% 

Encrypt Decrypt Encrypt Decrypt 

Hyper-V 13.2 13.1 53.4 54.1 

Xen 12.5 12.4 50.4 50.1 

Variation 0.3 0.3 3.0 3.0 

According to Table 5, there is stable difference between the two hypervisors with 

advantages to Xen, with 0.7 and 3.0 for time duration and CPU utilization respectively 

while encryption and decryption. 

CAST-128 

CAST-128 cryptographic algorithm is a symmetric block cipher based on Feistel 

structure with 16 round with 64-bit block size and up to 128 key size. It is used in many 

technical applications such in [37] and in cloud as better option than DES algorithm as 

in [38] and [39]. 

Table 6: Average Results of CAST-128 

CAST-

128 

Time Duration 

m.s 

CPU Utilization 

% 

Encrypt Decrypt Encrypt Decrypt 

Hyper-V 2.3 2.4 50.2 49.8 

Xen 2.1 2.0 46.8 44.8 

Variation 0.2 0.4 3.4 5 

 

Table 6 shows advantage for Xen hypervisor for both time duration and CPU utilization 

with more variation while decryption process than encryption. 

RC4 

Rivest cipher 4 or ARCFOUR (alleged RC4) is a symmetric cryptographic algorithm. It 

is  most well-known stream cipher algorithm, with key size up to 2048 bit and was used 

in many applications such in securing socket layer/transport layer security (SSL/TLS) 

standards and other applications [40] and [41].   

Table 7: Average Results of RC4 

RC4 Time Duration 

m.s 

CPU Utilization 

% 

Encrypt Decrypt Encrypt Decrypt 

Hyper-V 4.0 4.0 48.5 48.6 

Xen 3.1 3.1 45.7 43.9 

Variation 0.5 0.5 2.8 4.7 
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In Table 7, Xen has better performance than Hyper-V hypervisor in terms of time 

duration and CPU utilization while encryption and decryption. 

AES 

Advanced Encryption Standard (AES) is a symmetric key algorithm has a great 

performance and acceleration among symmetric cryptosystem. Depending on key sizes, 

AES goes through 10, 12, and 14 round in case of key size 128, 192, and 256 bit size 

respectively [42]. To get more security in cloud computing, AES cryptosystem is 

implemented with other algorithms such as in [27] and [43]. 

Table 8: Average Results of AES 

AES Time Duration 

m.s 

CPU Utilization 

% 

Encrypt Decrypt Encrypt Decrypt 

Hyper-V 4.5 5.1 41.7 42.3 

Xen 3.5 3.5 44.2 47.8 

Variation 1.0 1.2 -2.5 -4.5 

It is noticed that CPU utilization in Hyper-V hypervisor is better than Xen hypervisor, 

while in time duration Xen is proven to be better as shown in Table 8. 

RSA 

In 1977, Rivest, Shamir, and Adleman described RSA cryptosystem as secured 

asymmetric algorithm, which used public and private keys. In RSA, two very large prime 

numbers are easily multiplied. However, it is very difficult and requires  considerable 

time duration to  factorize them [44]. As asymmetric cryptosystem, RSA is the most 

algorithm used with other cryptosystem, such as in [25] and [45] 

Table 9: Average Results of RSA 

RSA Time Duration 

m.s 

CPU Utilization 

% 

Encrypt Decrypt Encrypt Decrypt 

Hyper-V 26.3 25.3 75.7 73.8 

Xen 22.5 21.4 69.5 68 

Variation 3.4 3.5 6.2 5.8 

In Table 8, Xen hypervisor has better performance than Hyper-V with big variation while 

encryption and decryption in terms of time duration and CPU utilization. 

Total Average Results 

The aggregation average of all algorithms is shown in Table 10. 

Table 10: Total Average of All Algorithms 

Total 

Average 

Time Duration 

m.s 

CPU Utilization 

% 

Encrypt Decrypt Encrypt Decrypt 

Hyper-V 8.5 8.4 52.8 52.5 

Xen 7.4 7.3 49.7 49.5 

Variation 1.1 1.1 3.1 3.0 

Ratio 14.9% 15% 6.2% 6.0% 
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Formula 1 is used to calculate the average ration of all algorithms while encryption and 

decryption concerning time duration and CPU utilization performance. 

                                   (1) 

The total variation results show that Xen hypervisors is better than Hyper-V with average 

14.9% while encryption and 15% while decryption in terms of time duration. Meanwhile, 

6.2% while encryption and 6% while decryption in terms of CPU utilization. 

5      Conclusion  

Security is considered major concern in cloud computing. Using cryptographic 

algorithms with a hybrid cryptosystem and other security techniques such as 

authentication and authorization will increase cloud security. This study concluded that 

using different cryptographic in Xen hypervisors while encryption has more performance 

than Hyper-V hypervisors, which is compatible with the literature such in [46] and [2]. 

The overall results show that Xen is better than Hyper-V with average 15% in terms of 

time duration, and 6.1% in terms of CPU utilization. In AES algorithm, Hyper-V is better 

than Xen in terms of CPU utilization, but not in time duration. In terms of CPU 

utilization, the biggest variation was RSA cryptosystem with advantages to Xen, while 

in terms of CPU utilization, the biggest ratio variation was in AES algorithm with 

advantage to Xen as well. it is recommended to use Xen hypervisor than Hyper-V 

hypervisor for more performance while using the variety cryptographic algorithms.  

This study can be improved by adding more hypervisors such as Exsi, VMware and KVM 

with more cryptographic algorithms and cryptosystem types such as hashing algorithms, 

quantum cryptography and different type of steganography in the future works. 
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